
Receive Advanced
Notification of

Potential Threat

Implement
Emergency

Backup
Procedure

Disaster

Evacuate
Redundant

Hardware and
Supplies Per

Plan

Notify Hot Site

Notify Off-site
Storage
Facility

Evacuate
Facility if
Threat

Imminent

Notify
Emergency

Management
Team

Emergency
Action

Procedures

Assess
Damage &
Estimate

System and
Network

Downtime

Emergency Disaster
Scenario

Phased Disaster Scenario Damage
Assessment Team

Facility Salvage
Team

Hardware Salvage
Team

Records Salvage
Team

Notify
Insurance
Company

Evaluate Situation,
Obtain Witness

Accounts

Document Facility
Damage

Evaluate Hardware
Damage and

Commence salvage

Evaluate Records
Damage

Commence
Salvage of Vital

Records

Prepare Situation
Report for

Emergency Mgt.
Team

Prepare Situation
Report for

Emergency Mgt.
Team

Prepare Situation
Report for

Emergency Mgt.
Team

Prepare Situation
Report for

Emergency Mgt.
Team

EDP

Invoke Systems
Recovery Plan

Systems Recovery
Team Leader

Issue Formal
Disaster

Declaration to
Hot Site

Assemble
System

Recovery
Teams

Off-site
Storage Team

Applications Team

Software Team

Emergency
Operations Team

Get Off-site
Backups

Crate and
Coordinate
Transport of
Backups to

Hot Site

Report Off-site
Task Completion

Inventory
Remaining

Storage

Retrieve User
Off-site
Storage

Deliver User
Storage to

User
Recovery Site

Travel To Hot
Site

Travel To Hot
Site

Travel To Hot
Site

Begin Records
Packout

Salvage Hardware

Obtain Estimates
on Facility Repairs

and Salvage

End of Task
List

Submit Damage
Report to

Emergency
Management Team

If Approved,
Commence Repairs

and Salvage

Remove
Salvageable
Records to

Cold Storage

Obtain Cost
Estimates for

Recovery

Report Estimated
Costs for Records

Reclamation

Prepare
Hardware

Restore
Systems
Packs

Load and Test
Operating
System
Software

If Cost Approved
Commence with

Records
Reclamation

Report Operating
System Ready

Restore User
Data

Manage On-going
Storage Activity

Install and
Test

Application
Software

Report
 Applications

Ready

Update Emergency
Management Team

on Situation

Estimate Time for
Site Prep

Completion

Estimate Time for
Repair and Refit

Continue Document
Reclamation

Operate
Systems at
Emergency

Service Levels

Perform
Systems Level
Modifications

and
Corrections

Maintain
Applications
and Security

Schedule
Processing Per
User Recovery
Team Leader''s
Requirements

Report Systems
Operating

Measurements

Monitor
Applications and

Database Integrity

End
of

 Tasks

Monitor Vendors
and Contractors

Oversee Site Prep
Contractors

Coordinate
Backups, Print

Runs, Etc.

Report Application
Utilization and
Performance

Report Site Prep
Complete

Report Hardware
Ready

End
of

 Tasks

End
of

 Tasks

Maintain Shift Logs/
Operator Pay

Records
Perform Relocation

Tasks Per
Management Plan

Perform Relocation
Tasks Per

Management Plan

Perform Relocation
Tasks Per

Management Plan

End
of

 Tasks

End
of

 Tasks

End
of

 Tasks

Report Remote
Operations

Efficiency/Costs

Maintain Off-site
Storage

Relocate Systems
Per Plan

Oversee Team
Performance

Develop Plan for
Gradual Transition
to Normal Service

Levels

End
of

 Tasks

Perform Tasks Per
Management

Relocation Plan

End
of

 Tasks

Do Disaster
Criteria Apply? Invoke Plan

Stabilize  Situation
and Return to

Normal Service
Levels ASAP

No

Yes
Emergency

Management
Team

Notify
Recovery

Team Leaders

Set up
Command

Center

Conduct Meeting of
Emergency

Management Team
and Initiate

Recovery Tasks

Receive Damage
Assessment and
Salvage Reports

What
Operational Areas

Affected?

User

EDP

Nets

Invoke User
Recovery Plan

User Recovery
Team Leaders

Invoke Network
Recovery Plan

Network Recovery
Team Leader

Notify Network
Service
Vendors

Assemble
Network
Recovery
Teams

Assemble
User

Recovery
Teams

Master
Emergency Decision Making
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4/8 Hours

Replacement
Hardware Team

Supplies Team

Administrative
Support Team

Data Preparation
and Records Team

Transportation
Team

Coordinate
Transport of

Users To
Recovery Site

Report Transport
Arrangements To

Administration
Support

Contact
Vendors and
Suppliers of

User
Recovery
Supplies

Contact
Vendors and
Retailers for
Computer
Hardware

Assemble
Network
Recovery
Teams

Notify Network
Service
Vendors

Communications
Team

Network Team

Coordinate
Supplies

Delivery To
User

Recovery Site

Arrange for Finance
of the Recovery

Travel to User
Recovery Site

Travel to User
Recovery Site

Travel to
Hot Site

Control Publicity on
Disaster

Implement
LANs

Install and
Test

Hardware

Implement
WAN

Rerouting
Strategy

Manage Insurance
Claims Adjustment

Manage  Legal
Affairs

Implement
Voice

Network/Last
Mile Services

Test Network

Test Network

Develop
Processing
Schedules

Update
Databases  to
Current Status

Notify Users
of Transport

Arrangements

Test System
Connections

Report Network
Availability to User
Recovery Team

Leader

Monitor Network
Integrity

Monitor Network
Integrity and
Maintain Cost

Records

Implement
Remote
Access
Strategy

Report Network
Availability

Report Network
Availability

Collate Reports
from Team Leaders

Initiate User
Operations Support

Team

Report Database
Current

Notify Team Leader
of User Arrival

Schedule

Report User
Hardware Ready

Begin Evaluating
Reentry vs.

Relocation Options

24/36 Hours

Report on Recovery
Operations  to
Emergency

Management Team

Prepare for User
Relocation Per

Management Plan

Implement User
Relocation

Coordinate
Transition to

Normal Service
Levels

End
of

 Tasks

Coordinate
Transport Per

Management Plan

End
of

 Tasks

End
of

 Tasks

Handle
Customer/

Client
Inquiries

Develop
Resupply

Schedules for
Critical Items

End
of

 Tasks

User Operations
Support Team

Provide
Clerical and

Administrative
Support

Expedite Orders
Maintain Purchase

Records

Reestablish
Security
Controls

Maintain Facility
Operating Records

and Bills

Report Supply
Costs/Expenditures

Report Facility
Operating Costs

Manage Users,
Handle System

Problems,
Coordinate System

Use

Resolve Shipping
Issues Distribute

Supplies

Coordinate Shifts,
Rescue Local

Communications &
Systems Problems

Maintain Inventories
and Shipping

Records

Periodic Reports on
Work/System
Performance

Report Personnel
Working Hours/Pay Perform Tasks Per

Management Plan

Perform Relocation
Tasks Per

Management Plan

Perform Relocation
Tasks Per Plan

End
of

 Tasks

End
of

 Tasks

End
of

 Tasks

Periodic Network
Cost Reports

Reroute
Communications

Networks Per Plan
Test Networks

End
of

 Tasks

Maintain User
Voice and Data

Hardware

Perform Relocation
Tasks Per

Management Plan

End
of

 Tasks

Continue
Monitoring Network
Integrity/ Resolve

Problems

Periodic Reports on
Network Use/Costs

Perform Relocation
Tasks Per

Management Plan

End
of

 Tasks

Maintain Financing
of Recovery

Develop Plan for
Relocation to

Original (or New)
Facility

Announce
Relocation Plan
and Schedule

Relocation Tasks
Schedule User

Relocation
Invoke Relocation

Plan
Announce User
Relocation Plan

Review Transition
Plan

Manage Transition
to Normal Service

Levels

End
of

 Tasks


